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A global cyberwar emerged in the wake of the Russian invasion of Ukraine in February of 2022, with
targets spanning from private government agencies to large commercial enterprises. DarkOwl
analysts have identified critical leaks across major key sectors, including those amongst cyber
hacktivists and threat actors themselves.

The data contained in these leaks is comprised of crucial information such as network and server
records, sensitive military documentation and the PII of key political leaders. Such exposed
information is likely to be exploited to target and execute subsequent cyberattacks against supply
chain and third party vendors.
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Sectors with Key Data Leaks Since the Onset of the
Global Cyberwar as a Result of the Ukrainian Invasion

Considering the geo-political kinetic events that sparked this cyberwar, it is unsurprising that the
majority of cyberattacks have been against government entities.

It is also noteworthy however that many of the targeting has been amongst cyber criminals them-

selves - with groups on the darknet splintering, taking political stances, and organizing against one
another.

Breakdown of All Detected Leaks by Sector
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As this cyberwar continues, it is more important than ever to monitor the darknet for indicators of
compromise. By assessing and having visibility into leaked data, preparations can be made against
potential future attacks such as ransomware or espionage.

DarkOwl uses machine learning to automatically, continuously, and anonymously collect,
index and rank darknet, deep web, and high-risk surface net data that allows for simplicity in
searching. Our platform collects and stores data in near realtime, allowing darknet sites that

frequently change location and availability, be queried in a safe and secure manner without
having to access the darknet itself.

Visit www.darkowl.com to learn more.
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