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Will the Top Threats of 2023
Continue into 2024?

Like the years before it, 2023 was busy in cyber security and the dark web
with many attacks, emerging threats, and law enforcement activity. As we
enter 2024 it is important to be aware of what we are likely to face.

Top Threats:

Ransomware

o
Credential Theft
o

Al
o

Islamic Extremism

4671 ransomware attacks were reported in 2023. Although some groups were
disrupted in 2024, new groups emerged with new methodologies and
techniques, and some with less “rules” with healthcare and schools being “fair
game’. Ransomware will continue to be a threat, as double extortion is being
conducted by more and more ransomware groups.
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Ladies & Gentlemen!

We've moved here http://alphvuzxyxv6ylumd?ngp46xzq3pw6zflomrghvxeuks6kklberrbmyd.onion.

Kak Bbl Bce 3naeTe DEP Mo/yunM KIOUH 0T Hawero 6710ra, Tenepb Mbl PACCKaKeM KaK BCe
6buno.

Bo nepBbIX, KaK BCe MPOM301ILIO, H3YUHB HX JJOKYMEHTEI Mbl TOHHMaeM uTo HMH Gbin
no/yueH focTyn B oauH u3 JILI, TK Bce ocTansHbie L1 GbL1H He TPOHYTEI, MOMYUAETCH UTo
OHH KaKMM-TO 06pa3oM B3/I0MaH OHOTO M3 HALLMX XOCTEPOB, MOKET A@Ke OH CaM NoMor
HM.

MaKCHMYM UTO y HHX eCTb 3T0 K/IIOUH 3a NOCAeHHA MecsL|-N01Topa, 3T0 0Ko/0 400
KOMNaHHi, Ho Tenlepb H3-3a HUX Go/ee 3000 KOMNaHKEi He NOMYYAT CBOH K/IOYH HHKOTZAA.

13-3a MX fieiicTBHI{ Mbl BBOAHM HOBBbIE PaBHIa, a TouHee youpaem BCE npasna, Kpome
OfHOTO, Henb3s TporaTk CHI, MosKeTe Terneps GI0KHPOBATh FOCHIHTA/IHN, ATOMHBIE CTAHLIHH,
UTO YTO/IHO U Tjje YIO/HO.

Peiit Tenepb 90% J151 BCex aj|BepToB.

He BblJjdeM HHKaKHX CKH/ 0K KOMIaHHSM, Or/iaTa CTporo TOi CyMMbI KOTOPYHO Mbl YKa3anH.

BlackHat group take back their leak site and announce a new one

Credential theft continues to be one of
the most common and lucrative
methods of attack for threat actors.
Selling and trading of Stealer Log
information will raise in 2024 as these
logs allow threat actors to capture
credentials, cookies and user agents for
victims which can be used to mount
attacks and steal accounts.

Like the rest of the world, threat actors began to adopt this tec
them in their attacks — selling access to Al accounts, providing
can be used to conduct attacks, as well as generating images
for fake IDs used to circumvent financial institutions policies. A
matures, we expect this to be used more extensively by threat
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Chat gpt jailbreak
by Horizon - Saturday August 12,2023 at 07:05 PM

w Horizon Anyone know of an at gpt jailbreak pror

Breach Forums users discuss jailbreaking ChatGPT

Likely linked to the ongoing conflict in Gaza, we have begun‘;““to see an increase in
material linked to Islamic Extremism. Although not strictly a cyber threat, ISIS and
AQAP have previously utilized online methodologies to incite violence and attract
and radicalize followers. This will continue with tensions rising in the Middle East.
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Always present: *

APT Groups Messaging apps Dark Web Activity

APT groups will always pose a threat. They tend to be well funded, sophisticated,
and hard to detect and disrupt, with apparent periods of “inactivity”. As
geo-political tensions rise, Iran and Russia are likely to be very active in 2024.
Elections will also likely illicit disinformation campaigns. China has been
attributed to a high volume of attacks with a range of sophisg’cation anditis

likely to continue, posing the largest and most persistent thr af.

*

Threat actors increased and affirmed their use of messaging apps such as
Telegram and Discord. These apps are used as a means of communication as
well as a way of delivering news, both factual and not. As we enter an election
year for many countries, it is likely that Telegram will be extensively used to share
political rhetoric.

Example of classified document shared on Discord

Telegram Channel for Mysterious Silent force a hacktivist group supporting Hamas

Several dark web marketplaces were taken down by law enforcement action and
several threat actors arrested in 2023. In response, onion sites are increasing
security and rules for participating — increasing captcha difficulty and requiring
memberships. The dark web will continue to be a place where threat actors
congregate to conduct and discuss nefarious activity.
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HBF w dawnofdevil: Yeah today.
#BF same bro lets rob elfa
#BF w Elfawizzy: I need all kinda help
#BF W Tahaka: cool congrats
\
e
#BF ﬁk elfa send whatever you have
#BF w Elfawizzy w dawnefdevil Thanks a million bro. Thanks an Everest
#BF w dawnofdevil: Yeah got mentioned in many places today. CN also got mentioned
#BF he will spend on nsfw bro good job
Elfawizz |
HBF w dawnofdevil: Enjoy <3
#BF @ W Tahaka: cool!
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About DarkOwl

DarkOwl collects data continuously at scale from the darknet, and indexes and makes that data
actionable for cybersecurity companies, organizations and governments seeking to mitigate risk from
malicious actors. We collect and store data in near real-time, allowing it to be queried in a safe and
secure manner without having to access the darknet itself.

For more information, visit www.darkowl.com
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